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VINCENT LEFEBVRE at Vincent@solidshield.com, Cell: 0663579190

SU-DS02-2020 |Management of cyber- attacks and other risks

SU-DS04-2018- |Electrical Power and Energy System

2020
SU -DS05-2018- Digital security, privacy, data protection and
2019 accountability in critical sectors

ANY PROJECT THAT REQUIRES EXPLICITELY OR

IMPLICITELY SOFTWARE INTEGRITY AND
CONFIDENTIALITY



http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
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e Software protection against reverse engineerng,
modification, illicit use, vulnerability exploit.

o All operations made directly at executable level >>
No re-programming.
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CODE VIRTUALIZATION

The art is to convert the code expansion
into the highest attacker effort. For
variability



http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
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CODE PUSH TO TRUSTED ENVIRONMENT

TRUSTED MACHINE
OR TEE

BYTECODE
INTERPRETOR

PUBLIC CLOUD

Use cases:
1. Control your cloud execution yourself!
2. Lethal code integrity and confidentiality
3. Disruptive way to use TEE


http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
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DEPLOYED SOFTWARE
CONFIDENTIALITY and INTEGRITY

INSTANTLY, DYNAMICALLY AND LEVERAGING THE

MOST ADVANCED TECHNIQUES

UTMOST SW SECURITY WITH HIGHEST DEPLOYABILITY



http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909
http://www.horizon2020.gouv.fr/agrandissement_media.php?media=329909

