Quanbkun—S Cr v F’&O gra Fkv

Ludoviec Perrek J-C. Faugere

Luc:lovit.f?erreﬁ@iipb.fr Jean-charlesfauqere@inria fr

European Brokerage Event
Paris, S@.PEembm 2016

THE FRAMEWORK PROGRAMME FOR RESEARCH AND INNOVATION

UPMC Sorbonne Universités
INRIA Paris CNKS

A1 SORBONNE —




Motivation

o public-key cryptoqraphy =
ard ma&b?emé?&ﬁcat prigtems

o Dlog, Factorisation
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SOLVES FACTORING AND BREAKS RSA




Quantum-Safe (aka post-quantum) Cryptography
Established Academic Topic

THE FRAMEWORK PROGRAMME FOR RESEARCH AND INNOVATION

Damne! | Bemster

3 Crmp&wgrath Primi&ives
secure against classical and LT
quantum computers. Cryptography

e
SO0 2008 i comsn o

AR (LI
Zhiming Zhenyg

Program Commitee

D st DD
Shangzhi LI, Chair Jinxi Ma Chongl Mou
Beijing, China i e
April 28-30, 2008 Doadiine for extended abstract submission: February 17, 2008
Notification of acceptance or rejection: March 16, 2000
httpaiwww.ccdcm.org/scc2008 Deadline for full paper submission: June 30, 2008




Quantum-Safe erjyﬁagmpkj
Established EU Topic
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NIST Sktandardizakion Process
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http://www.nist.gov/pqcrypto

Quantum-Safe Cryptography Industry Specification Group
ETSI .

 ‘ World Class Standards

o Chairmoan., Mark Pecen (ISARA Corpora&on, Waterloo, Canada)

o Assess and make recommendations for gquantum-safe
cryp&ographw prim&%&vas

o Qu&%&uM*S&fﬁ“Cva’&O Workshops (4th , Toronto, Sep%ember)
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Quantum-safe Security Working Group
Cloud 5@.6%1*&3 Alliance
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Quantum-Safe Landsca
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8 No (kiowin) exponential quantum
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Quantum-Safe standards will be released

Classical and quam%u,m f:rvp&ahai.js&s

Cambimav\g‘ kajsiaat %@.&kmiqu@.s and algorithmic
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Edficient and secure implementations
Is secret-key cryptography really quav\%um~sanfe




