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“This PPP is the beginning of a team work”

“It is our ambition to stabilise cybersecurity in our digital infrastructure and to leverage
upon our industries to develop a European culture of cybersecurity”

“Cybersecurity is a shared responsibility we need your economic and technical
competence”

“We are expecting from your side advise on what should be done from our side”



Budget

Commission contribution to the cPPP for R&lI initiatives (from
H2020 budget): €450 min for the 2017-2020 calls (4 years)

Leverage factor =3

The cPPP should demonstrate that the €450mIn will trigger
investments linked to R&I for 3*450= € 1350mIn in the next
(typically) 10 years

Contributions are expected from private investments
(users/operators, suppliers, RTOs/Universities, national R&l
funds, other EU funds: regional / structural, capital venture,
insurances, etc.) and public funding
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EUROPEAN CYBER SECURITY ORCANISATION

Industrial Competitiveness

KPI 1: MARKET DEVELOPMENT

 Evolution of cybersecurity revenues in the European and global market, including
positioning and market share of the EU industry

KPI 2: STANDARDS, TESTING, CERTIFICATION AND TRUST LABELLING

* Contribution to standards, use of testing, validation, certification infrastructures as well
as EU trust labelling procedures, best practices and pilots for innovative elements of the
supply chain

KPI 3: USERS AND APPLICATIONS
* Increased use of cybersecurity solutions in the different markets / applications

KPI 4: PRODUCTS and SERVICES SUPPLY CHAIN
* Development of the EU cybersecurity industry and of the European digital autonomy.

KPI 5: SMEs

* Support the creation and development of start-ups having products / services that
effectively reach the market.
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EUROPEAN CYBER SECURITY ORCANISATION

Socio-Economic Security

KPl 6: EMPLOYMENT
* Develop employment in cybersecurity sectors (supply and users / operators)

KP1 7: ECOSYSTEM: EDUCATION, TRAINING, EXERCISES

 Development of education, training and skills on cybersecurity products and safe use of
IT tools in European countries for citizens and professionals

KPI 8: PRIVACY & SECURITY BY DESIGN

 Development and implementation of European approaches for cybersecurity, trust and
privacy by design

KPI 9: DATA / INFORMATION EXCHANGE & RISK MANAGEMENT

* Facilitate process for information sharing between MS, CERTs and Users to increase
monitoring and advising on threats; better understanding risk management and metrics

KPI 10: IMPLEMENTATION OF LEGISLATIONS
* Implementation of the NIS Directive and market driving Regulations / Guidelines
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Implementation and operational aspects of the cPPP

KPI1 11: INVESTMENTS

* Investments (R&I, capability, competence and capacity building) in the cybersecurity
sectors defined by the cPPP objectives and strategy

KP112: cPPP MONITORING

* Efficiency, openness and transparency of the PPP Consultation Process

KPI 13: COORDINATION WITH THE EU and THIRD COUNTRIES

e Coordination of the cPPP implementation with EU Member States, Regions and Third
Countries

KPI 14: DISSEMINATION & AWARENESS

* Dissemination and Awareness making the cPPP action and results visible in Europe and
internationally, to a broad range of public and private stakeholders



THE INDUSTRY PROPOSAL: E C S
Cybersecurity challenges in Europe

EUROPEAN CYBER SECURITY ORCANISATION

e Global cybersecurity and ICT market dominated by global suppliers from North
America.

e Mature commodity market.
e Market fragmentation.
e Innovation led by imported ICT products.

e Innovation: strong in Europe but not always properly funded due to a lack of a
consistent transnational approach. Results of Research and Innovation are hardly
reaching the market. There is still a lack of strategy in European research

e Financial. Weak entrepreneurial culture, lack of venture capital.

e European industrial policies not yet addressing specific cybersecurity issues.
e Human factor.

e Sovereignty.

e Strategic supply chain dependency.



Main strategic objectives for an industry led European
Cybersecurity cPPP:

e The protection from cyber threats of the growth of the
European Digital Single Market

e The creation of a strong European-based offering and an
equal level playing field to meet the needs of the emerging
digital market with trustworthy and privacy aware solutions

e The growth and the presence of European cybersecurity
industry in the global market
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e Protecting critical infrastructures from cyber threats.

e Use of massive data collection to increase overall
security.

e Increased European digital autonomy.
e Security and trust of the whole supply chain.

e Investments in areas where Europe has a clear
leadership.

e Leveraging upon the potential of SMEs.

e [ncrease competitiveness.



Cybersecurity: a different cPPP E S

EUROPEAN CYBER SECURITY ORCANISATION

Cybersecurity: a transversal issue, pervasive in all sector (economic, societal, ...): large
number of stakeholders, of interests, of constraints...

Security: a national prerogative. Stronger participation of representatives from the
national administrations, also at decision making level (not just a "mirror group")

Interest from national Public Administrations: Representatives to the two PCs +
Ministries (Interior, Economy, etc.) + Regulatory Bodies + Public users

cPPP: leveraging upon H2020 rules
Open to any entity eligible under H2020 (EU MS + EEA / EFTA countries)

The cPPP will focus on R&lI, developing a SRIA and supporting its implementation in
the H2020 Work Programme

The ECSO Association will tackle other industry policy aspects for the market and
the industrial / economic development

ECSO will support the development of the European cybersecurity industry and EU
trusted solutions, including cooperation with Third Countries.



European Cybersecurity Council
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COMMISSION ROPEAN CYBER SECURITY ORGANISATIO

ECS - cPPP Partnership Board
(monitoring of the ECS cPPP - R&I priorities)

Governance

ECSO - Board of Directors
(management of the ECSO Association:
policy / market actions)

Coordination / Strategy Committee Scientific & Technology Committee
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ECSO Membership (152 from 23 countries) E‘ :S

EUROPEAN CYBER SECURITY ORCANISATION

To be admitted as a Member, the party should be:

a)

b)

Legal Entity established at least in an EU Member State, an EEA / EFTA country or an associated
country (called: "ECSO Countries")

A public body from an ECSO Country.

CATEGORIES OF MEMBERS

a)
b)

c)

d)

f)

g)

h)

Large companies : cybersecurity solutions / services providers;

National and European Organisation / Associations (gathering large companies and SMEs)
representing interests at national or European / International level.

SME solutions / services providers directly represented; Associations composed only by SME,
Startups, Incubators, Accelerators.

Users / Operators (where cybersecurity technology / solutions / services provision is not one
their business activities): National public administrations or private companies (large or SMEs)
directly represented.

Regional / Local public administrations (with economic interests); Regional / Local Clusters of
public / private Legal Entities with local economic / ecosystem development interests.

Public Administrations at national level (national strategy / regulatory / policy issues, incl. R&lI
coordination).

Research Centers, Academies / Universities; Associations composed only by Research Centers,
Academies or Universities.

Others (financing bodies, insurances, consultants, etc.).



EUROPEAN CYBER SECURITY ORCANISATION

2017 2018 2019 2020 TOTAL %
CYBER PILLARS 10 13 14 14 51 6.0%
Trustworthy Innovation Ecosystem 15
Technical Experimentation Ecosystem 36
RESEARCH & INNOVATION ACTIONS (technical projects based on technical
priorities 44 107 98 920 339 39.9%
3.1.1 Priority “Fostering assurance and security and privacy by design” 42
identity, access and trust management 36
3.1.2 Priority “Identity and Access Management”
3.1.3 Priority “Trust Management”
data protection, including encryption 63
3.1.4 Priority “Data security”
Protecting the ICT Infrastructure and enabling secure execution: 150
3.1.5 Priority “Cyber Threats Management”
3.1.6 Priority “Network Security”
3.1.7 Priority “System Security”
3.1.8 Priority Cloud Security”
3.1.9 Priority “Trusted hardware/ end point security/ mobile security”
Security services 48
3.1.10  Priority “Auditing, compliance and certification”
3.1.11  Priority “Risk Management”
3.1.12  Priority “Managed/management security services”
3.1.13  Priority “Security training services”
CYBER INFRASTRUCTURE (produts / services used in different applications) 50.9%
Integration Projects (validation of existing technology solutions) 20 63 71 70 224
A) digital citizenships (including identity management) 22
B) risk management for managing SOC, increasing cyber risk preparadness
plans for NIS etc. 45
C) information sharing and analytics For CERTs and ISACs (includes possibly
trusted SIEM, cyber intelligence) 40
D) Secure Networks and ICT (Secure and trusted Routers, Secure and
Trusted Network IDS, Secure Integration, Open source OS) 117
Demonstration / Pilot projects (solutions in different applications) 20 45 50 50 165
Energy, including smart grids 18
Transport 22
Finance 18
Healthcare 22
Smart & Secure Cities 22
Public Services / eGovernment 31
Industrial Critical Systems / Industry 4.0 32
Bottom up track on innovation 0 13 14 17 44
OORDINATIO eholder coope on for Road pping Disse 0
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100 248 254 248 850 100.0%

ECSO
Suggestions
for future
Work
Programmes
with a global
strategy



ECSO WG6 - SRIA
(Strategic Research and Innovation Agenda) E‘ :S

First meeting: Se tember 12 and 14 EUROPEAN CYBER SECURITY ORGANISATION

Segmentation

* WG 6.1: Coordination and support activities at several levels

Market and stakeholders update,
Link across R&lI projects and other cPPP / EC initiatives (5G, Cloud, 10T, Big Data, etc.)
Dissemination & awareness, events etc.

* WG 6.2: Technical priority areas

Assurance / risk management and security / privacy by design

Identity, access and trust management (including Identity and Access Management, Trust
Management)

Data security

Protecting the ICT Infrastructure (including Cyber Threats Management, Network Security,
System Security, Cloud Security, Trusted hardware/ end point security/ mobile security)

Security services

* WG 6.3: Trustworthy infrastructures

Digital citizenships (including identity management)
Risk management for managing SOC, increasing cyber risk preparedness plans for NIS etc.

Information sharing and analytics for CERTs and ISACs (includes possibly trusted SIEM, cyber
intelligence)

Secure Networks and ICT (Secure and trusted Routers, Secure and Trusted Network IDS, Secure
Integration, Open source OS).



More info at: www.ecs-org.eu

EUROPEAN CYBER SECURITY ORCANISATION

BUILDING TOGETHER
A EUROPEAN
CYBER ECOSYSTEM

More info

For any contact: luigi.rebuffi@ecs-org.eu
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