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020

Prevention, detection, response and mitigation of combined 

physical and cyber threats to critical infrastructure

IA

SU-DS04-2018-2020 Electrical Power and Energy System IA

SU-ICT-01-2018 Dynamic countering of cyber-attacks IA

Targeted Topics
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■ Competencies

○ Cybersecurity & cyberattacks expertise in critical infrastructures, critical 
embedded systems

○ Machine and deep learning expertise on IT, OT and embedded networks
○ IT/OT network protocols analysis

■ Experience in European projects

○ Two projects applications
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■ Project ideas

○ Cybersecurity for “critical infrastructures”
○ Anomaly and cyberattacks detection in “critical embedded systems” in 

transportation (automotive, planes, train…)

■ We are looking for “end-users” with a strong desire to experiment and evaluate in 
realistics environnements
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