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Targeted topics

ICT-08-2019 Security and resilience for collaborative IA
manufacturing environments

SU-DS05-2018-2019 Digital security, privacy, data protection and IA &
accountability in critical sectors RIA

SU-INFRA02-2019 Security for smart and safe cities, including for IA
public spaces

SU-ICT-02-2020 Building blocks for resilience in evolving systems |RIA

Sécurité TIC

PCN - Horizon2020 PCN - Horizon2020


http://ec.europa.eu/research/participants/portal/desktop/en/opportunities/h2020/topics/ict-08-2019.html
http://ec.europa.eu/research/participants/portal/desktop/en/opportunities/h2020/topics/su-ds05-2018-2019.html
https://ec.europa.eu/research/participants/portal/desktop/en/opportunities/h2020/topics/su-infra02-2019.html
https://ec.europa.eu/research/participants/portal/desktop/en/opportunities/h2020/topics/su-ict-02-2020.html

HORIZON

2020

AKERVA (%)

Competencies

Dedicated Team for Industrial and IoT systems security:
e Penetration test (IoT and Industrial Systems)
e Risk Analysis
e Code and Architecture Audit
e OS and System Hardening

Akerva Security Lab:

e Technical equipments and solutions deployed to run operational IoT security
tests in realistic conditions.

e Ongoing IoT and industrial systems vulnerability watch.
e Continuous technology foresight, team training and skills improvement.

Akerva can bring competences in
e IoT Architecture Audit
e SCADA/ICS Architecture Audit

e Field Bus Protocols Security (Modbus, Profibus, CAN ....) and IoT Communication
Protocols Security (LoraWan, Sigfox...)

Critical Infrastructure Pentest



